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Incidents/Articles of Note:

AP News: Port of Houston target of suspected nation-state hack
Crystal Valley Farm Coop Hit with Ransomware
DHS Releases Guidance to Mitigate Security Risks with the Advancement of
Quantum Computing
Critical infrastructure: The critical industry everyone must protect
Critical Infrastructure Sectors and DHS Must Prepare More for Biothreats,
Report Warns
CISA, NIST Issue Critical Infrastructure Control Systems Cybersecurity
Performance Goals
The Hill: One-quarter of critical infrastructure at risk of failure from flooding:
research 
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Resources | National Security Agency/Central

Security Service

 CISA and NSA Release
Guidance on Selecting and
Hardening VPNs
The National Security Agency (NSA)

and CISA have released the

cybersecurity information sheet

Selecting and Hardening Standards-

based Remote Access VPN Solutions to

address the potential security risks

associated with using Virtual Private

Networks (VPNs). Remote-access VPN

servers allow off-site users to tunnel into

protected networks, making these entry

points vulnerable to exploitation by

malicious cyber actors.

View Resource

 

 

Resource | CISA

CISA Releases New Tool To
Help Organizations Guard
Against Insider Threats 
The Cybersecurity and Infrastructure

Security Agency (CISA) released an

Insider Risk Mitigation Self-Assessment

Tool which assists public and private

sector organizations in assessing their

vulnerability to an insider threat.  By

answering a series of questions, users

receive feedback they can use to gauge

their risk posture.  The tool will also help

users further understand the nature of

insider threats and take steps to create

their own prevention and mitigation

programs.

View Resource
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The opinions or conclusions of the authors reflected in the open source articles does not necessarily reflect

the opinion of the Virginia Fusion Center. The sources have been selected to provide you with event
information to highlight available resources designed to improve public safety and reduce the probability

of becoming a victim of a crime.
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